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1).Terminology:
a). Network security – science of protecting of network resources (objects) from any intrusions, interference, disturbance and enabling services to intended customers and defending its content and integrity from any threats.  

b). Cryptography – science of encryption process to modify information by manipulating it various ways. 

c). Symmetric keys- sender and receiver use same pair of keys for encryption / decryption of message.

d). Asymmetric keys – each party uses completely different set of keys for transmission or receiving of encrypted information.

e). Cipher block chaining mode – process in an algorithm for encryption / decryption of information by dividing it into certain size of data blocks and manipulating   it according to used algorithm in repeated cycles called rounds.

f). Cipher feedback mode – process in encryption technology for notification of participating parties about process taken place during encrypted transmission process.

2).

Security attacks could be classified in 4 main categories:

· Interruption

Data does not reach successfully receiver for one reason or another

· Interception

Data intercepted by another party between transmissions from sender to receiver

· Modification

Original data from sender is somehow modified by the time receiver accesses it.

· Fabrication

Receiver deceived in believing that original data came from trusted sender when in fact it comes from someone else.

3). Security services could be categorized by following types:

· Confidentiality

Providing privacy of communication between corresponding parties for example by the way of encrypting mechanisms

· Authentication

Providing proof of identity for all parties participating in networking process

· Integrity

Making sure that original information is not altered, accessed or modified by unwanted users in some way or another

· Nonrepudiation

Providing proof of receipt for communicating participants

· Access control

Enabling complete control over network resources for participating parties or disallowing access to intruders

· Availability

Making network resources obtainable by protecting them from various disasters such as crushes, viruses, mechanical damages etc. 

